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Abstract

Non-Fungible Tokens (NFTs) are disrupting ideas around “assets.” They are novel digital assets that have value
for various uses, despite their questionable status under current law. Furthermore, the smart contracts that
control NFTs are disrupting the way enforcement occurs and deals are done. Moreover, smart contracts may
seek to prevent disputes through computer code—but instead, they raise new and complex conflicts. Indeed,
disputes regarding NFTs and smart contracts are inevitable. Accordingly, parties need means for dealing with
these highly technical issues. This article tackles this challenge and proposes that parties turn to online
arbitration (what I have termed “OArb”). OArb may be the best means for efficiently and fairly resolving NFT
and blockchain disputes. Furthermore, the article acknowledges the benefits and challenges of current means
for addressing blockchain issues and proposes ideas for how designers could address those challenges and

incorporate OArb to provide efficient and fair resolutions.

l. Introduction

We live in an age of technological disruption. In fact, technology is changing the way we do deals, and what
we think of as art or even how one looks at an essay. Gone are the days when most deals were negotiated in
person and sealed with a handshake.2 Gone are the days when we could detect that we are interacting with
robots. Instead, we now expect to make most purchases online through e-contracts, sealed with a click on the
“accept” button instead of wet ink signatures.2 Even corporate leaders now use e-mails and text messages to
negotiate deals, which they eventually “sign” online through services like DocuSign.4 Furthermore, parties

may even use iterative technologies like ChatGPT in contract negotiations.

Computer code and algorithms have replaced many of the processes and concepts that were integral to
contracting, and even what we see as an asset. For example, even simple e-contracts are being replaced by
“smart contracts” on the blockchain. E-contracts are still traditional contracts with offer, acceptance, and
consideration. The “e” simply means that we accept them by clicking a button on a computer or phone screen.
Smart contracts, in contrast, push the envelope further into the digital age and allow parties to codify
performance or enforcement in computer code.2 Those with no coding background cannot easily read or
interpret a smart contract in its rawest form. Here is one picture of a smart contract from a simple online

search:8
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(define-keyset "'accounts-admin
(read-keyset "accounts-admin-keyset™))

(module a unts "accounts-admin
"Simple account functionality.”™

(defschema LI
"Schema for accounts table.”™

i1lance:decimal
nt:decimal
t:keyset
e)
(deftable = ints:{account})
{(defun create-a int (address keyset)

(insert accounts address
{ "balance": 8.8, "amount"”: 8.8, "keyset": keyset,
"note": "Created account™ }))

{(defun transfer (src dest amount)
"transfer AMOUNT from SRC to DEST™
(with-read accounts src
{ "balance”":= src-balance
» "keyset” := src-ks }
(enforce-keyset src-ks)
(check-balance src-balance amount)

{(with-read accounts dest { "balance”:= dest-balance }
(write accounts src

{ "balance"”: (- src-balance amount)

» amount”: (- amount)

s "note”: { "transfer-to”: dest } })
(write 'accounts dest

{ "balance”: (+ dest-balance amount)

» a@amount”: amount

s "note”: { "transfer-from”: src } })))))

{(defun check-balance (balance amount)
(enforce (<= amount balance) "Insufficient funds™))

)

(create-table accounts)

Account balance smart contract in Pact | Download Scientific Diagram

Smart contracts, built into the blockchain, amount to computer code spread across blockchain nodes distributed
throughout the world.Z “Nodes” are computer coded algorithms that live in a decentralized digital ledger, or
blockchain.8 Indeed, even attempting to summarize an explanation of smart contracts in an Introduction to an

article seems foolish, as concepts around blockchain have morphed and become more complex over time.

At the same time, blockchain technology has given rise to new types of digital assets known at NFTs—
nonfungible tokens. NFTs usually exist on a blockchain, a secure distributed ledger that records transactions
through nodes spread out among many computers in a network.2 Furthermore, NFTs are usually powered

through smart contracts, meaning that smart contracts control the transferability and ownership of NFTs. In
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other words, smart contracts are not the same as NFTs but are generally foundational to their use. Accordingly,

many of the disputes that arise with respect to NFTs go back to the smart contracts that control them.12

Although NFTs have been around for almost ten years, they are gaining notoriety now because they are
becoming an increasingly popular way to buy and sell digital artwork. NFTs are different from
cryptocurrencies and fungible tokens in that each individual NFT is completely unique. This uniqueness flows
from the fact that NFTs are generally one of a kind, or at least one of a very limited run, and have unique
identifying codes. Furthermore, when someone creates or mints an NFT, they execute computer code stored in
smart contracts added to the blockchain. This makes NFTs trackable and transparent on blockchains such as

Ethereum's (as an example, although they can exist on another ledger).

An NFT’s value is typically tied to its ability to guarantee authenticity. Some examples of their use include
digital art, GIFs, collectibles, music, legal documents, signatures, etc. An NFT can only have one owner at a
time, generally managed through a smart contract that assigns ownership and manages the transferability. NFTs
may even be used to authenticate documents in litigation, or records showing ownership of important items.
Still, most are familiar with NFTs for digital art or in gaming, where they are integral to unique digital assets
that represent in-game content. NFTs power player ownership and have helped give blockchain potential in

gaming to drive mainstream adoption and a new value model within the gaming industry.L
As one commentator noted:

Thanks to the implementation of blockchain technology in the gaming industry, you can save in-game
purchases, sell them to other players, or move them into other supported games. Meanwhile, the scarcity
of in-game NFT purchases is provable through the immutable records embedded in an NFT’s underlying
blockchain network — as is its history of ownership. Because NFTs are unique and can be designed to
retain value beyond the game in which they originated, blockchain-built games and dApps have the
potential to expand gaming economies, establish new gaming categories, and fuel development of new

games.12

Still, smart contracts are a key component for driving transactions and enforcement mechanisms with respect to
NFTs. This is important because smart contracts may have the potential to create efficiencies and largely
eliminate the need for complicated and costly financing by digitizing automatic enforcement or payment.13 If

computer code can automate enforcement, there is no need for lawyers or litigation—at least in theory.

The reality, however, is that smart contracts, like most emerging technologies, often generate more issues than
they resolve.14 Inevitably, disagreements and conflicts arise regarding the coding and content of smart
contracts and NFTs.12 Parties to smart contracts may not understand what they agreed to, or there may be
disputes about what exactly the smart contract has codified.1 Coding errors are also common. A 2016 study

revealed that there are 100 errors per 1,000 lines of coding. 1Z Extrapolated to NFTs and smart contracts, this
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means that digital assets and smart contracts may not be accurately coded to encompass the parties’ original

intentions.1 Indeed, computer coders may be negligent, and subject to liability, in some cases.12

Importantly, there is no articulated and clear system of legal rules that apply to smart contracts and NFTs.22
There is a great deal of ambiguity, and legislators, who may not even understand what a smart contract is, are
quick to seek ways to codify laws around smart contracts that may create more questions than they answer. For
starters, it is unclear whether smart contracts are in fact “contracts” under civil and common law.2l Smart
contracts do not fit neatly into legal concepts like offer, acceptance and consideration. Additionally, if a matter
falls under the statute of frauds, it is unclear whether a coded transaction will constitute a “writing” and

whether the keys to encrypt smart contracts will constitute signatures of the parties for purposes of the law.22

Moreover, even if one could establish that there is an agreement underlying a smart contract, litigation
regarding these digital creations is highly problematic.23 What remedies exist for the smart contract party who
wants to prevent or reverse enforcement? What remedies are there for an NFT owner who wants to stop
transfer of the NFT per a smart contract? If this were a traditional contract, a party could file and action in
court, and seek rescission or a menu of judicial remedies. With smart contracts, however, enforcement on the
blockchain is automatic and the code is immutable. Again, these are not really “contracts” in the traditional

sense and “enforcement” is based on code, not courts.

Furthermore, parties holding NFTs may have very different understandings and expectations. Some holders of
NFTs may not understand what they own, and individuals may have different ideas around the agreement that
may underlie the code in a smart contract. Parties to these digital assets may not really understand that code—
while coders hay also have different thoughts around the code. At the same time, digital art may raise
intellectual property claims if parties claim that minting an NFT with respect to a prior physical art piece would
infringe another’s rights.2% Nonetheless, this article will not dive into the intellectual property claims, which
deserve a separate analysis. Instead, this article will focus more generally on best venue and means for

resolving blockchain-related claims.

Again, smart contracts do not eliminate disputes through codification—inevitable disputes still emerge: What
law will apply to these issues if “code is law” in smart contracts? Where will parties turn to resolve their smart
contract and NFT disputes? Will judges be able to answer questions asked or provide remedies? Litigation
seems nonsensical since it is unclear what court would have jurisdiction, as smart contracts exist within the
context of a distributed ledger system. It is also unclear whether or how contract law should apply, what laws
govern the transaction, and what evidence could be collected to adjudicate the matter. As one commentator
stated: “Given the complexity and technical character of the issues connected with NFTs, it is of the utmost

importance that any disputes be resolved by creative and open-minded people.”22

Even putting aside the jurisdiction and other issues noted above, offline litigation undermines the smart

contracts’ promise of efficiency. Furthermore, the anonymous nature of smart contracts and the fluidity of
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online identities make it difficult to determine party identity in some cases.28 It is also difficult to
conceptualize how judges could fashion remedies that often consist of developing new code to update a smart

contract—especially when the code is append only deployed on a blockchain.2Z

Accordingly, this article discusses smart contract NFT disputes, dilemmas with respect to resolving blockchain-
related disputes, and current offerings for blockchain dispute resolution. Furthermore, this article proposes
online dispute resolution (“ODR”), or specifically online arbitration (“OArb”), built into smart contracts to
efficiently and fairly resolve blockchain-related disputes. With this in mind, Part II of the article lays a
foundation by providing greater explanation and background on the evolution of NFTs, and smart contracts that
drive them. It also tackles questions regarding the complexities of smart contracts and their status under current
law. Part I1I then notes new means for dealing with smart contract and blockchain issues. Part IV will include
discussion of ideas for fashioning OArb to provide fast and fair resolution, noting cautions for policymakers.

Part V will conclude.

Il. Blockchain, smart contracts, and NFTs
A. Digital Backbone of NFTs

Blockchain is the digital backbone for NFTs and smart contracts. As noted above, blockchain is a distributed
ledger spread across an internet network. It allows for information to be stored in different, redundant locations
throughout the world. This makes it much more difficult to “hack” than systems that rely on one central
location. When a document or asset is put into the blockchain, it is replicated across every archival node, so it

would take over 50% of a network’s mining hash rate to hack:

“Imagine if you had a notepad where everything you wrote in the notepad would be duplicated exactly in other
notepads around the world (and everything written in those notepads would appear in your notepad as well).
Even if your notepad was destroyed, the other notepads around the world would have everything you wrote in
it, so the contents would never be lost. Also, imagine if there were global rules that governed what could be
written in the notepads. If someone tried to write something in a notepad that didn’t follow the rules, then all

the other notepads would reject it.”28

This structure makes it very difficult to spoof or edit the information placed in the blockchain, which is vital to

smart contracts’ immutability. Furthermore, NFTs are by their nature non-fungible and unique.

This makes smart contracts and NFTs built into the blockchain valuable for particular use cases. When smart
contracts built into the blockchain are driving ownership and transfer of NFTs, the goal is for computer code to
prevent any need for lawyers or courts. This new system, built on smart contracts and blockchain, enforces
agreements through code instead of judges and jails. The idea is “code is law,” rendering jurisdiction and legal

rules largely irrelevant because the system itself establishes the basis for enforcement.22
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Under “code as law,” a computer network manages all enforcement across jurisdictions. With the help of
blockchain technology, enforcement does not rely on information housed in one central location, vulnerable to
outages and hackers. This can enhance trust and enforceability, while reinforcing privacy and security. The
blockchain also provides encryption with public and private keys, which are blockchain-based identification
numbers provided by the network.22 This eliminates need or reliance on physical signatures, or even e-

signatures inserted in a PDF, which are more vulnerable to fraudulent duplication.

That said, a blockchain can be “hacked” and has its own problems and risks.31 Proponents of the blockchain
”2

» <«

claim that the distributed ledger is safe, “immutable,” “secure,” and “trustless.”2< However, hackers can
manipulate the technology and it is important to recognize that there is no such thing as a perfectly secure
system. Fraudsters can infiltrate the blockchain by, for example, using a “hard fork™ to steal data and assets. A
well-executed “hard fork” can even make a blockchain vulnerable to collapse.32 At the same time, blockchains
are vulnerable to errors and outside manipulations, and we often hear about vulnerabilities exposed through
connection with oracles. As we should have known, the idea that code alone will prevent fraud or disputes is

unfounded.34

These risks have not slowed the blockchain boom.32 In 2017, venture capitalists invested $1 billion in start-up
blockchain companies.2€ At the same time, blockchain companies offered $5 billion in initial coin offerings
(“ICOs”), which are now recognized by the Securities and Exchange Commission and regulated as securities.3Z
Venture capitalists have continued to invest substantially in cryptocurrency start-up companies well into 2022
despite the volatility of cryptocurrency markets.28 Cryptocurrency startups received over $9.7 billion in VC
funds first quarter of 2022, and $5.3 billion in the second quarter.32 At the same time, reports of

cryptocurrency collapse have haunted the news networks, tainting the allure of blockchain.

Cryptocurrencies aside, blockchain has created new opportunities in law, as law firms are building blockchain

departments and lawyers are specializing in smart contracts.2 Large law firms are boasting “Web3 and Digital
Assets” groups to advise “the largest and best-known Web3-native companies, as well as financial institutions,
entertainment companies, global brands and sports leagues, on their Web3 and digital asset engagements.”%L
Law firms recognize the need for legal guidance to assist clients with “tokenomics” as well as disputes

regarding digital assets and blockchain.

While different sources vary in their estimates regarding NFT market volumes, one source states that NFT
investments grew from as much as $15.54 billion in 2021 to $20.44 billion in 2022.22 It could be that the NFT
market will reach a high of $211.72 billion by 2030, according to Grand View Research.22 Use of crypto
wallets also signals growth in the industry. The number of crypto wallets belonging to owners of NFTs grew
from 89,000 to 2.5 million wallets in 2021 alone.#4

According to one statement, this drastic increase in the amount of people participating in NFT transactions
generated a total of $5.4 billion in profits from NFT sales.42 It is not surprising that this high volume of

transactions is generating a high volume of disputes.
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B. Ambiguous Legal Status

Despite the hype around NFTs and blockchain’s potential, smart contracts raise many unanswered questions.
Transfer and ownership of NFTs is usually driven by smart contracts, and an NFT may also contain a smart
contract that includes terms and conditions regarding enforcement as well as governance of later sales of the
NFT—including royalties for the original creator beyond the first sale. Smart contracts are therefore important
in tracking enforcement of rights regarding NFTs. At the same time, smart contracts enjoy ambiguous legal

status. They are not the same as e-contracts.48

Draped in legal uncertainty, it is no surprise that unforeseen disputes will almost certainly arise regarding smart
contracts. As noted in the Introduction, smart contracts may not necessarily be legal contracts. The model of
making and enforcing traditional agreements is closely tied to the judicial system, with litigation as the
endgame. That means that parties usually know that they can litigate if one breaches a contract. The traditional
contract model is nonetheless changing in the digital age. As noted above, parties continually agree to e-
contracts each day by clicking a button and “accepting” terms they never read, while purchasing goods and
services on the internet.#Z Nonetheless, these e-contracts are legal contracts that are generally enforceable and

commonplace for most of us in our daily lives.28

In contrast to these e-contracts, smart contracts are computer code consisting of “if/then” statements laying out
each obligation and eventuality. These computer programs can be self-enforcing, often linked to oracles to
gather certain metrics that trigger events. This allows for continuous monitoring of key performance metrics to
trigger the “if/then” statements leading to automatic enforcement. An oracle can be linked to any data, such as
a commodity price or shipment delivery. Auto-enforcement through “if/then” triggers can add efficiencies for
many kinds of agreements. This includes financing, shipping, manufacturing—NFT contracts. Parties need not
worry about facing the inefficiencies of litigation or paying lawyers when the terms and enforcement are
established in the computer coding per “if/then” rules. If event “x” happens (e.g. stock hits a certain price), then

y” occurs (e.g. the stock purchase occurs).42 Again, this can lead to cost savings when properly coded and

deployed, even with respect to NFTs.

Of course, this utopian view of smart contracts is often disrupted by the realities of errors and
misunderstandings. Computer code may have errors, and there is a risk that faulty or fake data will improperly
trigger, or fail to trigger, smart contract clauses. Oracles may provide false data and are notoriously prone to
compromise. This may result in major financial losses.22 Computer programmers, or coders, also may face
liability for erroneous coding.2L Coders working in concert with smart contract drafters could face damages for
creating improperly structured contracts, while hackers may attempt to manipulate data to the advantage of one

or the other party.22

At the same time, there is no articulated and clear system of rules that apply to smart contracts.22 At the core of

“contract law” is the concept of consent. This idea of consent requires some effective communication of an
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intentional transfer of rights and obligations between parties.ﬂ Presumably the parties to a smart contract, like
any contract, will have consented to the terms underlying the code.22 However, as noted earlier, smart contracts
are translated into code without the same pageantry of traditional contracts.2 This means that it may be
difficult for the parties to understand whether the code accurately memorializes their agreement. In this way,
smart contracts lack the usual cautionary, evidentiary, and channeling functions of written contracts in the

traditional system.2Z

At the same time, smart contracts may codify agreement or dictate actions outside of the legal system. Smart
contracts may therefore allow parties to circumvent legal rules.28 This is why lawyers debate whether smart
contracts are “contracts” in the legal sense.22 In common law, it is unclear that code constitutes true offer,
acceptance and consideration. Civil lawyers then argue whether there is sufficient documentary evidence to
support legal enforcement.52 Moreover, even if one gets past contract formation questions by looking back to

the originating documents, jurisdiction and other legal questions create hurdles for litigating smart contracts.5

Sometimes, it may not even be clear who the parties are to a smart contract. Smart contracts on a blockchain
are generally anonymous, and become even more anonymous when they use cryptocurrencies that make it
nearly impossible to discover true identities of the parties or their computers.22 Without knowing the identity
and domicile of the parties, courts are unable to establish jurisdiction using traditional rules based on minimum
contacts or physical presence.83 How would one even serve process on a party known only by a cryptographic

key?

Furthermore, even if a court could determine jurisdiction of the parties, it would be difficult for a court to
interpret a smart contract and understand the code behind an NFT. Code is written to be understood by
programmers, not lawyers and judges.2 At the same time, it would be difficult for a court to intervene to
prevent or reverse automatic smart contract executions.52 Furthermore, how could a traditional court fill gaps
in smart contracts, especially given that blockchain technology does not generally allow for modifications?%8
Moreover, does a generalist judge, who is often an older adult with limited technological understanding, have

the know-how to navigate blockchain issues—Ilet alone fashion a proper remedy?

That said, some argue that governance standards around the blockchain will emerge to promote “confidence in
the technology and the legal and regulatory environment.”®Z They see government or other standards groups
dictating rules that will govern smart contracts. In the United States, states are beginning to introduce and pass
legislation regarding enforcement of smart contracts.%8 Some commentators also have proposed that legal rules

could be coded into the blockchain contracts themselves.&2

The problem with these ideas for governmental regulation is that blockchain technology is advancing faster
than any law could possibly move. Reactionary legislation is largely meaningless for those creating and using

smart contracts and NFTs. Traditional legal systems are notoriously political and slow to act.Z% Furthermore,
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regulations would have to be international and widely accepted because blockchain contracts are cross-

jurisdictional and international, among parties of varying nationalities and legal systems.ZL

Nonetheless, some US states have begun passing legislation in hopes that codifying enforcement of smart
contracts will elevate their states as progressive to technology investors, and attractive for technology
companies. For example, some states have passed legislation that define smart contracts per their jurisdiction
and incorporate them into their existing legal structure. Different states’ laws vary slightly in wording, but
many states have passed laws similar to Tennessee’s recognition of a cryptographic signature stored on the
blockchain as a legitimate electronic signature.Z2 Many states also follow Tennessee in allowing the use of
smart contracts and stating that no contract relating to a transaction should be denied legal enforceability just
because the contract is a smart contract, concluded in code.Z3 Tt is unclear how much these laws achieve in
practice, or what difference they make when it comes to practicalities of resolving smart contract disputes. The

laws seem like window dressing—with questionable impact.
C. Remedies When Things Go Wrong

Smart contracts are not set up to allow for creative or equitable remedies. A smart contract is “a set of promises
specified in digital form” carried out automatically by an algorithm, so an NFT governed by a smart contract
either transfers or does not transfer. 24 Once a smart contract is created and put on the blockchain, execution is
automated and irrevocable, or at least difficult to revoke.Z2 As such, smart contracts essentially eliminate “do-
overs.” They are usually self-governing and self-executing.Z8 This means that creating remedies would be

problematic for a court of law dealing with a smart contract dispute.

Many have compared smart contracts to vending machines: the product is delivered once money is received
with no ability for human intervention.ZZ In other words, the terms are “embedded” in the machine, and it
performs (delivers a product) in response to receiving the requisite amount of money.Z8 The machine cannot
refuse to perform, and its structure (thick glass face) protects the product from theft or fraud.Z2 This means that
one cannot make post hoc changes to her selections. If one chooses M&Ms, she is stuck with M&Ms. This is
very efficient because the self-execution eliminates transaction costs, and requires no humans for the purchase.
However, the consumer may grow angry when the M&Ms get stuck and the bag of chocolates does not fall all

the way down to the doorway where it can be retrieved.

Smart contracts are similarly self-executing. As noted above, this automation makes smart contracts very
attractive in terms of efficiency and diminished reliance on lawyers and courts—or at least, theoretically.89 In a
perfect world, smart contracts increase efficiency, lower transaction costs, and largely eliminate the need for
litigation.m For example, a smart contract could allow for automatic transfer of an NFT while preserving
anonymity of parties and securing originality on the blockchain. Once again, the problem is that coding does

not eliminate conflict.

10
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An example of automatic enforcement gone awry is the 2016 DAO (decentralized autonomous organization)
debacle. Blockchain enthusiasts created the 2016 DAO using blockchain and a web of smart contracts as the
foundation for what was to be a tamper-proof extra-legal company on the blockchain.22 The 2016 DAO was an
autonomous organization that would continue without the need for code changes once it began its operations.83
A flaw in the DAO design, however, allowed an individual to withdraw $50 million from the DAO, while the
DAO’s self-enforcing code eliminated means for reversal or traditional remedies.84 The only recourse was to
completely terminate the DAO.82 There was not allowance for an equitable remedy such as rescission, as we

see in traditional contract law.

Some also raise the “oracle problem” as a hindrance for fair smart contracting. This refers to the lack of a
reliable and secure delivery mechanism that exchanges real-time information with blockchain data systems.86
Currently, there is no clearly secure delivery of information among systems.8” For example, most existing
oracles have the same security issues as any traditional data systems that can be “hacked.”88 Accordingly,
smart contracts and NFTs are not immune to disputes and blockchain technology does not “code away” all
problems. Moreover, coded enforcement creates problems for fashioning remedies. For example, a judge
would have to somehow “code” to reroute a smart contract or provide a remedy other than a “do-over.”
Although smart contracts provide efficiencies and cost-savings, they create risks related to automation and
limited remedies. The questions therefore focus on likely remedies and means for smart contract dispute

resolution.

Accordingly, the courts do not appear to be the right place for resolving blockchain-related disputes. Instead,
smart contracts and NFTs need their own dispute resolution systems. Interest in smart contracts and NFTs
continue to expand, and the amount of investment in these new technologies continues to grow. Technology is
only expanding—new technologies are not going away. Coding for possible breaches of contract can only go
so far because there will always be a lack of foresight and information. It is impossible to code for all
eventualities. Furthermore, humans create the code in the first place, and humans are fallible and often
unpredictable.82 There will be technical problems and mistakes in the coding.22 Furthermore, traditional
litigation fails to address smart contracts’ need for remedies that preserve anonymity and fit within the
blockchain.2L

We often talk about “fitting the forum to the fuss” in dispute system design, and courts are simply not built for

the “fuss” when it comes to resolving smart contract and NFT disputes.

lll. Options for Resolving Blockchain and NFT Disputes

Most commentators and practitioners realize that blockchain-related disputes do not belong in court. Instead,
smart contract and NFT disputes demand non-judicial remedy systems that are cross-jurisdictional, extra-legal,
and efficient. Accordingly, many look to traditional arbitration or online arbitration (OArb) systems as a better

means for resolving blockchain related disputes. There is also special interest in OArb models that use the

1
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blockchain, crowd-sourced dispute resolution, Al-powered resolutions, and even metaverse processes.

Developments in each of those areas are discussed below, and further ideas are presented.
A. Traditional Arbitration

Arbitration “took its rise in the very infancy of [s]ociety” as a private and self-contained process, outside of the
courts.22 Communities created arbitration systems designed to quickly and efficiently determine disputes in
accordance with local norms and accepted equitable principles.22 These self-contained arbitration systems
served community needs for efficient, economical, equitable and private proceedings. 24 By the early twentieth
century, nearly every trade or profession had developed its own machinery for arbitration.22 Indeed, the New
York Chamber of Commerce arbitration panels were independent from the judiciary and continued to resolve

disputes between American and British merchants during and after the American Revolution, 28

Arbitration has legal importance because international and domestic arbitration laws generally require
enforcement of valid agreements to arbitrate, which often incorporate rules such as those promulgated by the
American Arbitration Association (AAA) or the International Chamber of Commerce (ICC).2Z This relegates
enforcement analysis to contract formation and validity issues, which courts have mainly approached in an
efficiency-focused manner.28 Proponents of arbitration argue that enforcement results in cost and time savings,
while critics complain that it impairs consumer remedies and essentially allows companies to privatize law and

avoid regulation through their arbitration programs.22

On the international level, the widely adopted New York Convention on the Recognition and Enforcement of
Foreign Arbitral Awards (New York Convention) generally mandates summary enforcement of arbitration
agreements and awards. 222 The United States has implemented this Convention through Chapter Two of the
FAA, L% which United States courts have applied with a pro-enforcement glaze aimed to promote both
arbitration and international comity.292 This glaze has also led U.S. courts to narrowly read the Convention’s
allowance for public policy review of arbitration awards, and to curtail judicial power to mandate particular

arbitration procedures or contract formation standards.103

U.S. courts similarly enforce domestic arbitration agreements under the FAAL04 and its state counterpart, the
Uniform Arbitration Act (UAA).192 These laws require courts to specifically enforce domestic arbitration
agreements and augment this mandate with provisions for liberal venue, immediate appeal from orders adverse
to arbitration, appointment of arbitrators if parties cannot do so by agreement, limited review of arbitration
awards, and treatment of awards as final judgments.2%8 Furthermore, the Supreme Court has held that the FAA
preempts states from singling out arbitration for special treatment or otherwise hindering the enforcement of
arbitration in contracts affecting interstate commerce. This importantly leaves states with little power to

regulate arbitration provisions beyond application of general contract defenses.19Z
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The U.S. Supreme Court has fortified strict enforcement of arbitration in the U.S.198 This was solidified in
cases including Stolt-Nielsen SA v. Animalfeeds Int’l Corp, AT&T Mobility, LLC v. Concepcion, and Rent-A-
Center v. JacksonA92 The Court significantly narrowed arbitrators’ power to order class arbitration in Stolt-
Nielsen SA, greatly limited application of contract defenses to void arbitration clauses in AT&T Mobility, LLC,

and confirmed arbitrators’ power to determine the scope of their own jurisdiction in Rent-A-Center 119

The Court has bolstered this enforcement, even where statutory claims are at stake. In American Express v.
Italian Colors Restaurant, a would-be class of small businesses asserted antitrust violations against the credit
card company for allegedly charging excessive fees and claimed that the class waiver in their arbitration

111

agreements made it too expensive for them to vindicate their statutory rights.=~ The businesses argued that

they could not pay the expert fees and related costs of proving antitrust violations unless they banded
together.112 However, the Court denied the class consolidation, emphasizing that complainants have no right to
an economical or streamlined means for asserting antitrust violations.112 The Court also indicated a distaste for

class arbitrations, which it saw as frustrating the efficiency goals of the FAA 114

Additionally, most business-to-consumer contracts expressly preclude class proceedings in the wake of AT&T
Mobility LLC v. Concepcion, which narrowed consumers’ power to challenge class waivers based on
traditional contract defenses.112 The Supreme Court in AT&T held that the FAA pre-empts a court from using
state contract law to condition enforcement of an arbitration clause on preserving consumers’ ability to bring
class-wide arbitration. 118 Consumers in that case filed a class action in contravention of the arbitration clause
in AT&T’s contract, alleging that the clause’s class waiver effectively precluded vindication of their rights.1Z
The California court agreed, but the U.S. Supreme Court reversed and enforced the class waiver. It held that the
FAA pre-empted California’s use of unconscionability to strike the clause because the contract allowed for
small claims court actions, the recovery of double attorney fees if an award exceeded the company’s settlement

offer, and payment of arbitration costs by the company.18

Some have argued that this U.S. arbitration jurisprudence has gone too far in enforcing arbitration clauses,
especially in employment, consumer and other cases where there is a power imbalance.112 They contend that
Congress should consider enacting a law that guarantees certain consumer protections in arbitration, like a fair
location for the hearings, prohibition against abbreviated statutes of limitations, prohibitions against damage
limitations, class procedures in some circumstances, requirement for public proceedings and filings, and
heightened judicial review of arbitral awards for certain types of claims.129 There have also been proposals for
laws to ban pre-dispute arbitration clauses altogether in consumer, employment, and civil rights cases. 22
Nonetheless, FAA and its jurisprudence remain largely unchanged except for limited changes in narrow

contexts like sexual harassment claims—where employees cannot be forced to arbitrate.

With the enforcement jurisprudence, it is no surprise that some have looked to arbitration for resolving
blockchain-related disputes. Arbitration is especially attractive in these cases because parties can select

arbitrators with the requisite expertise, unlike more generalist judges assigned by the government in court.



Stanford Journal of Blockchain Law & Policy Resolving NFT and Blockchain Disputes

Furthermore, arbitration proceedings are private—meaning no one can attend except the parties and those they
invite, like witnesses. Parties also may include confidentiality agreements within their arbitration provisions to
secure secrecy. Moreover, parties have been keen to move proceedings online, using OArb for resolving

blockchain disputes.122

OArb is just one example of online dispute resolution (“ODR”), which generally encompasses using
technology to assist in preventing and resolving disputes. Most ODR, however, is not OArb because it involves
facilitation of communications to aid voluntary settlement.123 In contrast, OArb is a distinct subset of ODR
because it culminates in a final award rendered by a third-party neutral, which is usually enforceable under the
FAA and New York Convention noted above. This finality is especially attractive in technology disputes where

time is of the essence.

OArb includes what has come to be known as Zoom arbitration. It also includes a wide variety of other uses of
technology and digital tools to facilitate and execute processes ending in a final determination of a dispute by a
neutral third party. For example, OArb may use asynchronous and/or synchronous communications for parties
to present their cases to third party arbitrators in an online forum. Communications may be text-only or virtual
hearings, and mixtures thereof. OArb’s use of technology allows parties to upload and submit supporting
documentation to support their claims at times that work their individual schedules since there is no need to
travel to a physical office. Online hearings also save time, cost, and stress of traveling to and attending in-

person processes.

OArb has spiked in the COVID-19 pandemic.& Virtual meeting technologies such as Zoom, Skype, Google
Meet, WebEx, and Teams have made virtual hearings relatively cheap and easy, and it has become a norm.122
In fact, OArb has become among the offerings of traditional dispute resolution institutions, such as the
American Arbitration Association (AAA), the Judicial Arbitration and Mediation Service (JAMS), and the
International Institute for Conflict Prevention & Resolution (CPR). For example, the AAA offers a secure
portal for parties to file claims, upload and manage their claim-related documents, and view and rank potential
arbitrators for selection.128 In addition, the AAA offers virtual hearing capacity and guidance.12 AAA and
others can now provide OArb with expert arbitrators with respect to blockchain and NFTs who may be better

equipped to decide related disputes than traditional judges.

Other OAr1b systems began developing within the blockchain realm. For example, OpenBazaar was a market
platform for the sale of goods and services using bitcoin, and requiring online arbitration to ensure that
exchanges between parties are conducted with minimal risk.128 It sought to create an open marketplace for
arbitration to “facilitate a polycentric merchant law to accommodate the requirements and preferences of each
individual.”122 In particular, OpenBaazar allowed users to decide at the start if they wished to have an
anonymous third party decide related cases regarding obligations on the blockchain. 130 ysers opting for the

service would pay a fee and deposit bitcoin into an escrow.131 Despite aspirations, however, it appears that
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OpenBaazar is no longer in operation.& Indeed, it seems that more standard OArb is having more success
through traditional providers like the AAA, JAMS and CPR.

B. Tokenized Dispute Resolution

In contrast to simple OArb, tokenized dispute resolution allows anonymous users to vote on who they think
should “win” a dispute using digital tokens. Selected voters have the dispute resolution power in crowdsourced
dispute resolution, and the dispute is resolved based on voters’ majority opinion.123 The general ideas behind
crowdsourced dispute resolution is not new. For example, more than twenty years ago, iCourthouse pioneered
the notion of online crowdsourcing in civil cases and over ten years ago eBay India’s Community Court invited

other eBay users to decide whether a contested eBay review should be deleted.134

Tokenized crowdsourcing goes further to allow for voting on the blockchain. In other words, jurors vote with
tokens (generally cryptocurrency) which they lose if they are on the losing side. In contrast, jurors on the
winning side generally gain some reward. This process banks on game theory, expecting jurors to strive for

“accuracy” in hopes of “winning.”

For example, Kleros is a crowdsourced online arbitration “court” built on Ethereum for resolution of smart
contract disputes.132 Kleros’s quest is to be “[a] fast, inexpensive, transparent, reliable and decentralized” ODR
system built on game theory, and discovering a “Schelling point” for resolving disputes.13€ This builds on
Thomas Schelling’s theory that in the absence of communication and trust, people will nonetheless choose
“Focal Points” to reach consensus.13Z Specifically, Kleros enlists “jurors” from around the world based on the
number of “Pinakion” tokens (cryptocurrency) they deposit to show their interest in resolving a given
dispute.138 Parties to a dispute present their cases to the jurors, and jurors use tokens to vote with the proviso
that they cannot change or reveal their votes before the voting is closed.132 To combat fraud, jurors are
penalized for communicating with each other and must “justify” their votes.149 After the vote is closed, the

party with the most juror support wins.14L

Jurors benefit from “winning” resolutions by taking the tokens of jurors who sided with the “losing” party.142

Additionally, jurors are paid from the arbitration fee the parties pay to use the Kleros court.142 These fees rise
as parties appeal jury decisions, and Kleros is continually updating and amending its program in order to
combat collusion.124 For example, attackers who would have to buy 51% of the staked work tokens in order to
“buy” the jury.242 In addition, Kleros can fork the system if necessary because it controls the tokens.148
Moreover, Kleros tested the system through a large-scale study.1%Z The study asked voters to evaluate pictures
featuring cats and/or dogs, and to vote “dog” or “not dog.” 148 After tabulating the votes, the researchers found
that 70% of the cases resolved in favor of the plaintiff, and in the majority of those cases, by a unanimous vote

and honest voters substantially prevailed by earning the most through the system.142
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At least one court has recognized Kleros as a legitimate means for resolving disputes. For example, in
September 2020 a disagreement arising from a rental estate leasing agreement in Mexico led to the use of
Kleros Protocol to guide the arbitral decision. The parties in the case stipulated in their agreement that if a
disagreement arose, it would be referred to an arbitrator who was to use Kleros. Accordingly, the arbitrator in
the case compiled all the evidence and digital materials from both parties and submitted it to Kleros, which
submitted it to three Kleros jurors. Based on the jurors’ unanimous ruling for the landlord, the arbitrator
rendered an arbitral award ordering payment of rent. The landlord then took the award and got it confirmed by

a Mexican court. 129

The Mexican Court’s decision to recognize the arbitral award was significant, as it was the first to recognize

this type of blockchain platform as a legitimate form of arbitration.22L Kleros advertises itself as a fast and
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affordable alternative to other online dispute resolution platforms.=2= Currently, Kleros is available for small

claims, insurance, ecommerce, finance, freelancing, token listing, content moderation, and intellectual

property.222 Having a court officially recognize a Kleros ruling for a small claim was also groundbreaking

because it originated in the “real world,” and not online.124

The Kleros homepage also displays some of the ongoing disputes being arbitrated on their platform, which are
mostly related to online blockchain activities. There are several disputes about a “Proof of Humanity
Registration Protocol” where jurors and judges are establishing their legitimacy as a unique identity not already
existing on a platform. For example, Kleros jurors are deciding whether a user is supposedly creating multiple
accounts to increase their voting power on a platform.@ Another example case is an ongoing dispute over a
claim from Unslashed Insurance related to losses sustained trading online tokens via the blockchain

application Anchor + UST Peg.@ The dispute contains documentation of the party’s losses, their insurance
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policy, a comprehensive history of their online token trading, and other evidence.=2% Jurors with technical

knowledge about the blockchain will vote on the “winner” following the Kleros protocol.128

Jur is another blockchain-driven webservice that seeks to modernize and revolutionize governance of online
interactions.122 Jur seeks to decentralize the legal field by providing an online jurisdiction that overcomes the
legal challenges that come with traditional courts focused on physical jurisdiction.262 With this in mind, Jur
seeks to create open-source universal standard digital contracts to promote more efficient online business
transactions among people on blockchain platforms.18L In this regard, Jur is developing online mediation,
arbitration, adjudication, assessment, technical verification, and expert opinion services for resolving related

disputes.162

Nonetheless, it is hard to see where Jur is in this process. Jur does not appear to currently handle arbitration
services, although they have established platform procedures and a “network state.”63 Jur’s procedure is
similar to Kleros in that enforcement seeks to remain “on-chain”—with staked assets that one loses as a losing
party in a case. 24 The platform also seeks to work with individual courts to enforce potential court rulings and

arbitration awards for ‘off-chain’ enforcement.182 Jur also seeks to create a semi-democratic voting system as

16
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part of “Jur citizenship.”@ Voters use their votes to check representatives and elect officials on the platform,

again seeking to create a decentralized governance structure. 182

C. Bot Resolutions

Artificial Intelligence (AI) is growing in acceptance, and data analytics have been employed to make decisions
in many realms. In fact, Al is entering the courtroom and disrupting the law.268 AT is helping judges set bail,
and lawyers do legal research.182 It is possible that AI or data analytics may assist fair and efficient dispute
resolution for smart contract and NFT disputes by providing predictive analysis and quickly suggesting
resolutions that may be subsequently entered into the blockchain. At the same time, machine learning and

resulting algorithms will likely become “smarter” with the infusion of more data over time.

Nonetheless, use of Al can be problematic for legal determinations and potentially worsen the risk of bias in
determinations.1Z9 First, there is evidence that people tend to defer to statistical data produced by the likes of
an Al instead of using the data to help form an independent judgment.1ZL Accordingly, we may hope that a
human will remain “in the loop” and only use analytics to assist their decision accuracy, but there is fear that
humans will “rubber stamp” Al or algorithmic decisions. There is fear that use of Al to provide “bot”
predictions to judges or arbitrators could essentially mean bots actually decide cases. This is made worse when
Al algorithms rely on data that reflects human prejudice or is incomplete or otherwise faulty.172 This is the
“garbage in, garbage out” problem that occurs when Al “learns” from biased information. Some also worry
that machine learning may take on a life of its own, rendering it harder to identify the factors leading to a

particular outcome as machine learning progresses.ﬂ

Of course, the day may come when predictive analytics and Al are capable of rendering quick and fair
resolutions. This may even be true in NFT and smart contract cases. Furthermore, Al may have a place in
providing predictions of how best to resolve disputes, especially in simple low dollar and low conflict cases.
Some parties may prefer such data-driven decisions in some cases. Nonetheless, Al and machine learning are
currently not sufficiently advanced to provide “bot” resolutions with sufficient accuracy and acceptance. This
may change in the future or in specific cases, but we are not quite ready for a full sail “bot resolution” solution

for smart contract disputes.
D. Metaverse Arbitration

The metaverse is a 3D digital world where individuals use virtual avatars to interact with other users to
“purchase and sell goods and services, sign and enforce contracts, recruit and train talent, and interact with

customers and communities.”174

Said another way, the metaverse is a general descriptor for an interoperable
3D virtual world or platform created by companies where users can interact.1Z2 Accordingly, individuals can
create avatars and meet, discuss, make purchases, etc., in the metaverse. These individuals could therefore get

into disputes and even resolve those disputes through avatars in the metaverse.
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It is therefore no surprise that individuals could arbitrate through avatars in the metaverse 178 Currently, such
metaverse arbitration is in its early stages, prompting numerous questions about how the structure of
international arbitration can be adapted to a metaverse environment.1”Z Some ask: who should draft rules
governing common metaverse-related disputes like crypto-disputes?18 There are also questions on how to
grapple with pseudonymity, as avatars allow for pseudonymity in the metaverse.1”2 Arbitrators could
potentially arbitrate as avatars in the metaverse and remain anonymous in the process, but how would parties
then be able to assess partiality? Other questions relate to arbitration law itself, asking how existing arbitral
clauses work for crypto company transactions and mergers.182 One perspective of metaverse arbitration
anticipates that arbitrators themselves will have avatars in these virtual worlds resolving disputes between other
users.18L Another potential issue with conducting traditional arbitrations virtually through avatars in the

metaverse is efficiency.182

The metaverse may also provide means for resolving blockchain-related disputes, including smart contract
issues, while maintaining party anonymity. For example, a party to a smart contract could maintain anonymity
while submitting their case to an avatar arbitrator in the metaverse, and any decision could be immediately
implemented through a smart contract. This would avoid any need for courts or revealing party identity (one of
the perceived benefits of transacting through smart contracts).183 Decentralized platforms often automatically
draw decision-makers from a pre-constituted “pool” of expert arbitrators, and these decision-makers could
occasionally preserve their anonymity while fulfilling their dispute resolution role in the metaverse.184 Kleros
essentially does this same thing through crowdsourced arbitration as noted above.182 Accordingly, metaverse

arbitration for NFT and smart contract disputes is not too far-fetched from what currently exists.

The issues will involve handling disclosures and ensuring impartiality while maintaining anonymity. On the
one hand, if everyone is anonymous, there would be no bias concerns since an arbitrator would not know who
the parties are, so the arbitrator would have no reason to be biased for or against a party. How can one harbor
bias for a party if they have no idea who the party is? On the other hand, would the parties really be
anonymous after putting forth evidence? An arbitrator would immediately know if their mom was presenting a
case based on evidence presented, and even language used in submissions. Nonetheless, there may be ideas and
areas where metaverse arbitration could provide a solution for smart contract and NFT disputes. Furthermore,

limited disclosures could be in place to guard against bias, while appropriately protecting identities.

In sum, the metaverse may eventually provide an appropriate venue for resolving smart contract and NFT
disputes. There are certainly interesting and provocative issues to explore in this realm. Nonetheless, we are
not quite there for a metaverse solution, and the time is now to create and implement best practices for smart
contract dispute resolution. The disputes are not going away, and traditional means are not well suited for these

disputes.

IV. Fitting the Technology to the Fuss
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As discussed above, disputes are inevitable and therefore it has become common in many traditional contracts
to include arbitration and mediation clauses in the contract to avoid the time and expense of litigation in the
event of a dispute.188 Accordingly, it seems logical that smart contracts also should include coding for how any
disputes will be resolved when disputes arise. Similarly, NFTs can include coding for dispute resolution
provisions. This is wise because problems will inevitably arise regardless of how much careful planning or

coding for anticipated eventualities predates contract execution.

Furthermore, the default—traditional litigation—is not well-suited for blockchain related disputes. If we seek
to “fit the forum to the fuss” then litigation is illogical for blockchain disputes. Courts do not fit the “fuss” in
such cases. Indeed, the blockchain operates so differently than traditional contracts that we need to design a
different forum for the fuss. We need to fit technology not only to the forum, but also to the fuss. We need to

envision resolution systems that are flexible and smart.

As noted, OArb is a good fit with smart contracts and blockchain-related disputes because it allows for
selection of an expert decisionmaker, protects privacy, can be built for speed, and utilizes technology to same
time, money, and stress. Furthermore, those utilizing smart contracts and dealing in NFTs are familiar and
comfortable with the internet, so it seems natural to resolve any related disputes using technology. Why would

parties who transact in NFTs want to physically travel to an outdated proceeding?

Moreover, the dispute resolution clause can be coded into the smart contract and provide for independent legal
jurisdiction and “location” that is not tied to any one party. This will avoid the jurisdictional issues and
“hometown” questions that could be especially problematic in blockchain-related disputes in which parties
treasure their anonymity. If technology is used to craft the smart contract, then a clause can be inserted at
creation, specifying the use of an OArb system within that software platform should any dispute eventually

arise.

As Colin Rule and I suggested in a prior article, the OArb clause can operate in the same manner as the Andon
System in the field of quality control18Z The Andon System is an element of the Jidoka quality-control method

pioneered by Toyota.@ It allows any worker on a production line to push a button to stop the line if they

identify a problem.182 In the smart contract context, an OArb clause coded into the smart contract could enable
both parties to push “pause” on a smart contract’s execution when one of the parties identifies an issue. For
example, a NFT would not immediately transfer per a smart contract if the buyer thought that the NFT is
fraudulent or faulty or the seller had evidence that the buyer did not have the funds to cover the cost. This

would trigger an OArb process.

In the prior article with Colin Rule, we left this system open to be developed as ODR, and not necessarily final
and binding arbitration. However, it seems that OArb would be preferable because the parties usually want
finality and an expert decision-maker. That is why various arbitration models have been most common in

cryptocurrency cases to date. Furthermore, Kleros, noted above, opted for an arbitration model. Moreover,
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parties who value anonymity would be especially loathe to mediate or engage in facilitated processes where

they have to engage face-to-face, even if it is virtual.

The OArb process suggested here could follow as soon as an issue is detected in accordance with the parties’
previous agreement. Ideally, the process would include strict time limits to further efficiency. In most cases, the
hearing could be document-based only so that parties could even refrain from any visual interaction is they so
choose. Nonetheless, the tools used within OArb could be based on parties’ preferences, allowing for
optionality. Parties may choose any one of the ideas noted in part III or something different that they craft for
their particular issues. Depending on the outcome achieved, the smart contract may then resume operation, or it
could be recoded for a different outcome. It could even be replaced by an entirely new arrangement. Again, it
is apparent that traditional courts are not best suited for resolving smart contract disputes, but different parties
may want different processes—and choice is quite important in serving process satisfaction. Accordingly,
coding for OArb that provides process optionality for resolving eventual disputes could help parties find

resolutions without resorting to expensive and inefficient, and often ineffective, litigation.

Nonetheless, parties should not be free to game the system. Again, strict time limits would be imposed, and
penalties should be applied against those who file frivolous claims or otherwise misuse the ability to freeze
smart contract execution. There could also be limits on when parties are able to pause execution, and
requirements could be in place for showing “substantial cause” for the pause. For example, the smart contract
code could include examples of when a pause is proper—such as where there is an indication that an NFT
violates intellectual property rules, or a buyer lacks funds to cover a purchase. Other examples could be where

there is evidence of faulty code or fraud in the sale.

Smart contracts could be used for enforcement of such OArb awards. For example, smart contracts have been
suggested for enforcement of airline delay claims in Europe. An oracle could detect when a place is past legal
limits of delay, and funds would automatically be sent to consumers harmed by the delay. The same could
apply here. Awards could be paid automatically from funds that are deposited in an electronic escrow at the

start of an OArb proceeding.

Again, dispute system design calls on creativity and intentionality in crafting systems that fit the particular
context in light of goals, stakeholder, power, resources, etc. When it comes to blockchain and NFT disputes,
this type of creativity is essential. NFTs and smart contracts, as well as the metaverse, all demonstrate how the
old confines of what is “real” and what has “value” have changed. We no longer demand that art, for example,
be on canvas and framed to a wall. We also have eschewed the idea that an agreement or performance must be
a “written contract inked with a wet signature.” Indeed, computer coded avatars can interact in the metaverse,
as they buy and sell property. Similarly, we have moved into a new era of OArb, and have opportunities to

reimagine access to remedies, and justice.

V. Conclusion
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Smart contracts, NFTs, and blockchain more generally, have gained interest and investment for various uses.
Of course, there will be fiascos and frauds, and their implementation and reception will not all be positive
along the way.122 There also will be poorly constructed smart contracts and by extension, bugs in how
blockchains function. Indeed, blockchain-related conflicts and disputes will develop. Nonetheless, it seems
clear that traditional courts are not the best forum for resolving smart contract and NFT disputes. The
jurisdictional and coding issues alone indicate that the traditional judicial forum does not fit the blockchain
fuss. Instead, OArb provides a more logical means for addressing smart contract issues. Furthermore, creative
OATrb that provides optionality may be best suited for addressing the wide range of parties and disputes we see
in blockchain-related cases. The time is now to craft processes that fit not only the forum to the fuss, but also fit

the tech to the fuss.
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